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Access/login security check
Previous: Websecurity

NEW: AppSecurity
(Microsoft)

Applications such as

DistributorWant, Business
Portal, Service Connect, ...




What is AppSecurity?

Central login system for all applications

Single ldentity, use 1 accountforall access

Bring yourown account, login with
* Your own corporate account
* Your personal Google account
* Your personal Microsoft account

If you can’t bring yourown account
* A personal Microsoft account will be created (if you’re using a personal mail address)
A corporate Microsoft will be created (if you’re using a company mail address)



Creating your account

* You’ll get an e-mail containing an activation link
« Clickthe activation link to activate your account

» Depending on your mail address and the personal or corporate nature of it, the login experience will be
different

Approved B2B Request - * gy =i bt e [ i Inbox X &
| ]

B2B Interactionplaces B2B@interactionplaces.com via onevirtualoffice.onmicrosaft.com 15:46 (4 minutes ago) 37 4

to Thomas -

Dear Thomas = - 1w

Thomas §=s] 5, , approved your request through the B28B portal - hitps://b2b.interactionplaces.com, to be acknowledged as a B2B partner in the organisation.

Comment from Thomas = leme=
Welcome

Click here to activate your account.
Best regards,

B2B interactionplaces team

E-mail: b2b@interactionplacas.com




Workflow creating new Be2NET account

e Login with

‘ Yes

Yes

No

Microsoft
account?

No Create Microsoft
account

Current email = login details
microsoft account created in background

PUBLIC MAIL

PRIVATE MAIL
(corporate mail)

R Login with
/ Microsoft
Create Microsoft Current email = login details
account microsoft account created in background

Existing
Microsoft
account




Different login types

There are different login types depending on which account you have. Simply follow the steps. It
might be that you have to choose a new password.

* Using personal GoogleAccount

Using personal Microsoft Account

Using an email address from a known provider

Using corporate account without 0365

Using a corporate accountvia Microsoft online product



Using a Google account



Google Account

* Followtheinstructionsifyou have a Google Account (@gmail.com)

Click activation link

~

beZnetemea.

B2B Interactionplaces <B2E@interactionplaces com= di 11 jun. 15:55 (2 dagen geleden)  $y 4=
aan ik -

Dear Koen

Koen approved your request through the B2B portal - https://b2b.interactionplaces.com, to be acknowledged as 2 B2BE partner in the

organisation.

Comment from Koen

Welcome to the Atlas Copco supplier communication platform Be2ZNET. Please complete the registration process to receive access to Be2ZNET:
om In case of questions, do not hesitate to contact your Atlas Copco contact / buyer

Click here to activate your account.
Best regards,

B2B interactionplaces team

E-mail: b2b@interactionplaces.com




Google Account

Fill in google account email

and login

—

G Sign in with Google

Signin

to continue to microsoftonline.com

[ Email or phone

Forgot email?

To continue, Google will share your name, email address,
language preference, and profile picture with
microsoftonline.com.

Create account m

English (United States) - Help Privacy Terms

G sign in with Google

Hi Koen

Enter your password

o

To continue, Google will share your name, email address,
language preference, and profile picture with
microsoftonline.com.

Forgot password? m




If you are already logged in

Select correct account or
login with another account

—

G sign in with Google

Choose an account

to continue to microsoftonline.com

(2 Use another account

To continue, Google will share your name, email address,
language preference, and profile picture with
microsoftonline.com.

English (United States) - Help Privacy Terms




Optional: 2 Factor authentication

& sign inwith Google

2-Step Verification

This extra step shows it's really you trying to sign
in

Unlock your Google Pixel 2 XL

Google sent a notification to your Google Pixel 2 XL. Tap
Yes on the notification to continue.

Don't ask again on this computer

Try another way




Review account permission

Google

Review permissions

O OneVirtualOffice

The organization OneVirtualOffice would like to!

v Sign you in
“ Read your name, email address, and photo

You should only accept if you trust OneVirtualOffice. By
accepting, you allow this organization o access and process
your data to create, control, and administer an account
according to their policies. OneVirtualOffice has not provided
a link to their privacy statement for you to review.
OneVirtualOffice may log information about your access. You
can remove these permissions at
https:ffmyapps.microsaft.com/OneVirtual Office.onmicrosoft.co

Concel Accept permissions




OneVirtualOffice Terms of use agreement

B® Microsoft

OneVirtualOffice terms of use

In order to access OneVirtualOffice resource, you must read the terms of use.

Guest Terms of Use

Please click Accept to confirm that you have read and understood the terms of use.

Read and Accept Terms of use



OneVirtualOffice Apps View

™ Microsoft

Apps

u Be2NET EMEA

Apps you have access
will appear here

Koen
OMEVIRTUALOFFICE

/O Search apps

Accass reviews

R




Using a personal Microsoft account

Examples: @Outlook.com, @live.com, @Hotmail.com



Personal Microsoft Account

* You use a personal Microsoft account (examples: @outlook.com, @hotmail.com, @live.com, etc)

Approved B2B Request -

W This message was sent with Low importance

Tue 18/06/2019 16:23

Admin %

o B2B Interactionplaces <B2B@interactionplaces.com>

Dear Koen Admin,

Koen approved your request through the B2B portal - https://b2b.interactionplaces.com, to be acknowledged as a B2B partner in the organisation.

CliCk activation “nk Comment from Koen Rottiers:

Welcome

‘ Click here to activate your account.

Best regards,

B2B interactionplaces team

E-mazil: bZb@interactionplaces.com




Login with Microsoft account details

| 1 .
=l Microsoft m Microsoft
b2bactest@outlook.com
Sign in
g Enter password
bZ2bactest@outlook.com

Password

Can't access your account? O Keep me signed in

Sign-in options Forgot my password

Sign in with a different Microsoft account

Back Mext




Review account permission

BT Microsoft

b2bactest@outlook.com

Review permissions
O OneVirtualOffice

The organization OneVirtualOffice would like to:

v Signyouin
\v Read your name, email address, and photo

You should only accept if you trust OneVirtualOffice. By
accepting, you allow this organization to access and process
your data to create, control, and administer an account
according to their policies. OneVirtualOffice has not provided
a link to their privacy statement for you to review.
OneVirtualOffice may log information about your access. You
can remove these permissions at https://myapps.microsoft.com
/OneVirtualOffice.onmicrosoft.com

Cancel Accept permissions




OneVirtualOffice Terms of use agreement

™ Microsoft

OneVirtualOffice terms of use
In order to access OneVirtualOffice resource, you must read the terms of use.

Guest Terms of Use

Please click Accept to confirm that you have read and understood the terms of use.

Read and Accept Terms of use



Login with Microsoft account

a8 Microsoft
Sign in

bZbactest@outlook.com

Can't access your account?

Sign-in options

Back

B5 Microsoft
b2bactest@outlook.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[0 Don't show this again

No Yes




OneVirtualOffice Apps View

™ Microsoft

Apps

u Be2NET EMEA

Apps you have access
will appear here

Koen
OMEVIRTUALOFFICE

/O Search apps

Accass reviews

R




Using an email address from a known
provider

For example, a mailfrom a publicinternet provider
@Yandex.com, @yahoo.com, @gmx.de, @163.com



Known public domain

* Followthese instructionsif youremail address is from a known provider (examples:

@yandex.com, @yahoo.com, @gmx.de, @163.com

i i 4 Approved B2B Request - koen.rottiers2@telenet.be

From: [ B2B Interactionplaces |

To: | koen rottiers2 |

Dear Koen Rottiers,

Click activation
link

your request through the B2B portal - https://b2b.interactionplaces.com, to be acknowledged as a B2B partner in the organisation.

Comment from Koen Rottiers:

contact your Atlas Copco contact / buyer

Click here to activate your account.
Best regards,

B2B interactionplaces team

June 18, 2019 3:38 PM

Welcome to the Atlas Copco supplier communication platform Be2NET. Please complete the registration process to receive access to Be2NET: be2netemea.atlascopco.com In case of questions, do not hesitate to

E-mail: b2b@interactionplaces.com




New account creation

Ty o g
" Microsoft Microsoft
B Microsoft - :

Create account

Create account Create a password
Looks like you don't have an account with us. We'll We need just a little more info to set up your R : . th v

_ ) s Enter the password you would like to use with your

create one for you using account.

Country/regien

Belgium v Lreaté passwor

Birthdate Show password

Maonth v Day v Year ¥
=

Remember password for login into your
application



New account verification code

Microsoft account

Verify your emai

address

To finish setting up your Microsoft account, we just need to make sure this email address is yours.

To verify your email address use this security code: 3294

If you didn't request this code, you can safely ignore this email. Someone else might have typed your email addrass by mistake.

Thanks,
The Microsoft account team

B= Microsoft

¢ koen

Verify email

Enter the code we sent to
koe! telenet.be. If you didn't get the
email, check your junk folder or try again.

| | 1 would like information, tips, and offers about
Microsoft products and services. \

Choosing Next means that you agree to the Microsoft Services }
Agreement and privacy and cookies statement

Next




New account creation captcha

B Microsoft

telenet.be

Create account

Before proceeding, we need to make sure a real
person is creatmg this account.

ﬂ/m@/ j New

1 Gy 1:7 i Audio

Enter the characters you see

Next




Review account permission

B Microsoft

Review permissions
O OneVirtualOffice

The organization OneVirtualOffice would like to:

\ Signyou in
v Read your name, email address, and photo

You should only accept if you trust OneVirtualOffice. By
sccepting, you allow this organization to access and process
your data to create, control, and administer an account
according to their policies. OneVirtualOffice has not provided
a link to their privacy statement for you to review.
OneVirtualOffice may log information about your access. You
can remove these permissions at
https://myspps.microsoft.com/OneVirtuslOffice. onmicrosoftco

Accept permissions




Login with email and created password

Can't access your account?

Sign-in options

Back

Mext

a8 Microsoft

« koen. @telenet.be

Enter password

Fargot my password

Use previously created password



OneVirtualOffice Terms of use agreement

™ Microsoft

OneVirtualOffice terms of use
In order to access OneVirtualOffice resource, you must read the terms of use.

Guest Terms of Use

Please click Accept to confirm that you have read and understood the terms of use.

Read and Accept Terms of use



OneVirtualOffice Apps View

™ Microsoft

Apps

u Be2NET EMEA

Apps you have access
will appear here

Koen
OMEVIRTUALOFFICE

/O Search apps

Accass reviews

R




Using corporate account without 0365

If your company does not yet use any Microsoft Online product
@companyname.com



Corporate account without Office 365

* Yourcompany is notuet using Microsft Online/Office 365 product (@company.com)

Click activation link

i i + Approved B2B Request June 18, 2019 3:38 PM
From: [B2B Interactionplaces |

Dear Koen Rottiers,

Koen Rottiers approved your request through the B2B portal - https://b2b.interactionplaces.com, to be acknowledged as a B2B partner in the organisation.

Comment from Koen Rottigis!

Welcome to th
contact your #

i supplier communication platform BeZNET. Please complete the registration process to receive access to Be2NET: be2netemea.atlascopco.com In case of questions, do not hesitate to
contact / buyer

Click here to activate your account.

Best regards,

B2B interactionplaces team

E-mail: bZb@interactionplaces.com




Account setup

Set up your account with Microsoft

You'll use it to access resources in the OnaVirtualOffice
organization, and applications from Microsoft.

horexe@daymailonline.com

Create a password

&-character minimum; case sensitive,

Display name:

horexe

MNext



Email verification code

Microsoft account

Verity your emai

address

To finish setting up your Microsoft account, we just need to make sure this email address is yours.
To verify your email address use this security code: 445G2()
If you didn't request this code, you can safely ignore this email. Somecone else might have typed your email address by mistake.

Thanks,
The Microsoft account team

Set up your account with Microsoft

Check your email for your verification code. Didn't get
the email? Check your lunk folder or try again.

445520

Mote: when you use a work or school email address to
set up an account with Microsoft, your IT department
may later control your data and restrict what you can
do with your account.

By clicking Finish you agree to the Privacy Statement
and Microsoft Services Agreement.



Review account permission

Be Microsoft

horexe@daymailonline.com

Review permissions

0O OneVirtualOffice

The organization OneVirtualOffice would like to:

“ Signyouin
v Read your name, email address, and photo

You should only accept if you trust OneVirtualQOffice. By
accepting, you allow this organization to access and process
yaur dats to create, contral and sdminister 5n secount
according to their policies. OneVirtualOffice has not provided
a link to their privacy statement for you to réview.
OneVirtualOffice may log information about your access. You
CAn remove these permissions at
https://myapps.microsoft.com/OneVirtual Office.onmicrosoft.co

m

ance =5 mmmmm Accept permissions




Login

B® Microsoft
Sign in

horexe@daymailonline.com

Can't access your account?

Sign=in options

Back

B Microsoft
« horexe@daymailonline.com

Enter password

Forgot my password




OneVirtualOffice Terms of use agreement

™ Microsoft

OneVirtualOffice terms of use

In order to access OneVirtualOffice resource, you must read the terms of use.
Guest Terms of Use

Please click Accept to confirm that you have read and understood the terms of use.

Read and Accept Terms of use



Click “Yes” if you want to stay signed in with this account

a8 Microsoft
horexe@daymailonline.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes




OneVirtualOffice Apps View

™ Microsoft

Apps

u Be2NET EMEA

Apps you have access
will appear here

Koen
OMEVIRTUALOFFICE

/O Search apps

Accass reviews

R




Using a corporate account

If your company is already using a Microsoft Online product like Office 365
@companyname.com



Account activation mail

* Follow these instructions in case your company has already Office 365

Approved B2B Request - admin@koenrottiers.onmicrosoft.com

This message was sent with Low importance

Tue 18/06/2019 16:23

° B2B Interactionplaces <B2B@interactionplaces.com>

Admin

Dear Rottiers Koen Admin,

. t. t. . Koen Rottiers approved your request through the B2E portal - https://b2b.interactionplaces.com, to be acknowledged as a B2B partner in the organisation.
Click link
IC aC Iva Ion In Comment from Koen Rottiers:
Welcome

Click here to activate your account.

Best regards,

B2B interactionplaces team

E-mail: b2b@interactionplaces.com




Review account permission

a" Microsoft

admin onmicrosoft.com

Review permissions
O OneVirtualOffice

The organization OneVirtualOffice would like to:

v Signyou in
\/ Read your name, email address, and photo

You should only accept if you trust OneVirtualOffice. By

accepting, you allow this organization to access and process

your data to create, control, and administer an account

according to their policies. OneVirtualOffice has not provided I
a link to their privacy statement for you to review.

OneVirtualOffice may log information about your access. You I
can remove these permissions at

https://myapps.microsoftcom/OneVirtualOffice.onmicrosoft.co ‘ Acce pt pe rm iSS i ons

m \




Login

a8 Microsoft

Can't access your account?

Sign-in options

a8 Microsoft

nmicrosoft.com

Enter password

Fargot my password




OneVirtualOffice Terms of use agreement

™ Microsoft

OneVirtualOffice terms of use
In order to access OneVirtualOffice resource, you must read the terms of use.

Guest Terms of Use

Please click Accept to confirm that you have read and understood the terms of use.

Read and Accept Terms of use



OneVirtualOffice Apps View

™ Microsoft

Apps

u Be2NET EMEA

Apps you have access
will appear here

Koen
OMEVIRTUALOFFICE

/O Search apps

Accass reviews

R




